Uploading Files
1) Be very careful when you write a program to upload files because uploading files could cause serious security problems. Always have a password for the file that contains upload.

2) Avoid listing the contents of the uploaded file because someone may try to fool the server by making it think a file has been uploaded and the person may try to get passwords.

3) The directory you upload to must have public writing permissions. That’s why don’t upload to a public directory. Never have a file or directory in your public directory with public writing permissions. To find out if you have such a file/directory, type (in Unix):

find / -perm 777 > a.txt


OR

               find -perm 777 > a.txt

4) Once you upload the file, let the upload program change the permissions (you can’t do that manually in Unix) so that it has public reading permissions. When you upload the file, the owner will be nobody (and so is the group), and it will have no public reading/writing/execute permissions. But, you can’t change the ownership that way (the program can’t do that). Here is how to change the permissions in the program:

chmod($file_to_upload,0644);
5) You can upload multiple files by having multiple inputs of type file. To simplify the code when you upload multiple files, it’s better to give them the same name as follows:

<input name="MyFile[]" type="file"><br>

   <input name="MyFile[]" type="file">

6) Always allow only certain types of files to be uploaded.

7) Never upload server-side scripts because a user may write a script to send spam or do other dangerous things.

Here are the steps you have to do to upload files:

1) You must include enctype="multipart/form-data" in your form tag.

2) Use the “submit” method for the form. The method cannot be get (it can be the “PUT” method used in Netscape).

3) Include a hidden input field called MAX_FILE_SIZE to specify the maximum allowed size in bytes of the file to be uploaded. E.g. 
<input type="hidden" name="MAX_FILE_SIZE" value="1000000">
4)  Include an input of type file. E.g.

<input name="MyFile" type="file">
5) When you submit the for, values will be assigned to an array called  $_FILES['MyFile']. The values stored in $_FILES['MyFile'] are:
· $_FILES['MyFile']['tmp_name']: the place where the file has been temporarily stored on the web server. It's usually stored in the server's main temporarily directory usually called "". If you don't move the file from there before the script finishes execution, it will be deleted.

· $_FILES['MyFile']['name']: the file's name on the user's/client's system.

· $_FILES['MyFile']['size']: the size of the file in bytes.

· $_FILES['MyFile']['type']: the MIME type of the file (see below).

· $_FILES['MyFile']['error']: the error code resulting from the file upload. Here are the possible values of $_FILES['MyFile']['error']:

· UPLOAD_ERROR_OK (has a value of 0): no error occurred.

· UPLOAD_ERR_INI_SIZE (Value 1): Size of uploaded file exceeds the amount specified in upload_max_filesize directive (this is the maximum allowed size of the uploaded file as specified in php.ini file. To find where this file is located type (in Unix):  find / -name "php.ini" > a.txt. That will print the location of the file php,ini in the file a.txt.
· UPLOAD_ERR_FORM_SIZE (Value 2): Size of uploaded file exceeds the amount specified in the MAX_FILE_SIZE in the HTML form.

· UPLOAD_ERR_PARTIAL (Value 3): The file was partially uploaded.

· UPLOAD_ERR_NO_FILE (Value 4): No file was uploaded.
6) When the form is submitted (after making sure the form was submitted and the correct password was eneterd):

a) Check if there are errors. The errors can be found in:

$_FILES['MyFile']['error']
b) If there are errors (i.e. if the value of $_FILES['MyFile']['error'] is greater than 0) display the error and exit.
c) If there are no errors:
I. Check if the type of the file which is $_FILES['MyFile']['type'] is valid (i.e. a type you want to allow). Examples of PHP types: 'image/gif','image/jpg','image/jpeg','image/png','image/bmp', 'text/html','application/pdf', 'application/cpp', 'application/msword','text/plain', 'text/rtf', 'text/css'.
II. Check if the file has been successfully uploaded by checking is_uploaded_file($_FILES['MyFile']['tmp_name']).
III. If not, display a message and exit.

IV. If yes, try to move the uploaded file from the temporary directory where it is stored on the server (usually in the tmp directory) to the new location. The file will be deleted from the temporary directory when the program ends execution. 

V. If you don’t succeed in moving or copying the file, display a message and exit.

VI. If you succeed, change the permissions of the file to make it readable. Here is how:

chmod($file_to_upload,0644);

and display a message.
