Project 2
Design a PHP website in which members can access pages and files (e.g. images) that are not available for non members (members should be able to access what nonmembers can access). You should include files and images for members to download. The main page should contain (among other items such as information about the website, preview, etc) a log in (for existing users) and sign up (for new users) fields. 

All images that are available for members should not be stored in public directories. Every page in the session should have a menu in it. The menu should include all pages in the session (there should be at least 5 such pages) and a log out page.
Among the pages available in the session there should be a guestbook (sign and view). You should have a counter on each page of the session (for that page only), and a counter for the main page on the website. The counter on the main page should include the number of visitors since the website was launched, the number of distinct visitors, and the number of visitors currently visiting the website.
Have another page which displays images uploaded by users. Have a button on that page to allow members to upload images that don’t exceed 100 KB. The images should not be stored in a public directory, but allow members to view them. Allow only the following types: gif, jpg, jpeg, png.

Also have a survey for members which should be set to end automatically (without you removing it) in one week after it’s posted. When the deadline passes, the results should be automatically displayed.

Member pages should be accessible only by members. If a nonmember tries to access them, he/she should be told he/she needs to log in to access that page, and he/she should be forwarded to the sign up page.

Every time the member accesses a page in the session, tell him/her for how long he/she has been on the website during the current session. Use a cookie for that.
Here are a few more instructions:

(1) When the user logs out, he/she should not be able to go back using the back button. Instead, if the user clicks that button, he/she should see a message saying you are log out and should be prompted to log in again.

(2) You should not have any world (public) writable directories.

(3) You should take all security precautions, check for empty, use strip_tags, stripslashes, etc.

(4) You should use (among other things) sessions, cookies, files, databases, and your own functions.
(5) Be very careful when you deal with files and when you pass links through URL’s. If you don’t handle that carefully, someone may be able to hack the server or damage it or cause other kinds of harm.

(6) Before the user logs in, check if cookies are enabled. If not, tell the user, cookies are needed to access the website, and don’t let him/her log in.

(7) All passwords must be encrypted.

(8) Write your code clearly.
