Project 1
(1) There is a login page. It includes 2 items: one for new users and the other for old users. See http://www.cs.fredonia.edu/abu-jeib/cgi/proposals/index.cgi
(2) A new user will access a page similar to this http://www.cs.fredonia.edu/abu-jeib/cgi/proposals/prop.html
In this page, the user needs to pick a username and a password that will be encrypted and stored in a database. If the username chosen already exists in the database, the user will be informed and asked to choose another one. All necessary information in the form must be filled out. If a necessary field, text area, etc is left empty/not selected, the user will be informed and asked to fill out the missing item. Fill out the form above several times to test it.

(3) When the user submits the form (with no missing required information and with a new username), the information will be stored, and on the page that processes the form which is like http://www.cs.fredonia.edu/abu-jeib/cgi/proposals/prop.cgi the user will be asked if the information is to be submitted to the dean (note that at this stage, the user must be in the session) and to choose the dean in that case. Also, it asks the user if he/she wants to update the proposal or print it. If yes, the user accesses a page similar to this http://www.cs.fredonia.edu/abu-jeib/cgi/proposals/prop_part2.cgi (this page should be in the session). In this page, the course proposals that belong to that person are listed with links to them in html form and with links to their syllabi and with radio buttons near the courses that are not submitted yet to the dean. 
E.g.

=============================================================

Top of Form
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 HYPERLINK "http://www.cs.fredonia.edu/abu-jeib/cgi/proposals/read_file.php?f=abu-jeib1.html&d=prop" CSIT207 [ Syllabus]

	CSIT307 [ Syllabus]

	CSIT407 [ Syllabus]
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 HYPERLINK "http://www.cs.fredonia.edu/abu-jeib/cgi/proposals/read_file.php?f=abu-jeib4.html&d=prop" CSIT507 [ Syllabus]
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 HYPERLINK "http://www.cs.fredonia.edu/abu-jeib/cgi/proposals/read_file.php?f=abu-jeib5.html&d=prop" CSIT607 [ Syllabus]
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Bottom of Form

· Choose one of the courses above to update if there is a radio button to the left of the course, then click the "UPDATE THE SELECTED COURSE" button. 

· If there is no radio button to the left of the course that means the proposal was submitted to the dean and the Academic Affairs Committee. 

· To print the proposal, just click on the course and then print it. 

Click here if you want to create a new proposal 

=============================================================

If the user selects one of those radio buttons, an update form of that page will appear with the stored information. This page is like http://www.cs.fredonia.edu/abu-jeib/cgi/proposals/update_prop_part1.cgi. If the user submits this page, number (3) is repeated. 

If the user clicks on the link for creating new proposal, the user goes to number (1) except that he/she should use the same username and password he/she has (i.e. not pick new ones).

If the user submits the proposal to the dean, an email is sent to the dean and to the Academic Affairs Committee or the Graduate Dean (but in your project don’t send emails to them; send them to yourself) with the subject “New Course Proposal Form” and a body like this

=======================

Course Proposal form for CSIT 207 by Iyad Abu-Jeib.

URL for the proposal: ….

URL for the syllabus: …. 

The proposals are available at: … 

=======================
The link for the proposals should look like this:

	Course Proposals 

	List of Proposals 
1. CSIT307 by Iyad Abu-Jeib (Wed Nov 22 21:07:43 EST 2006) Syllabus 

2. CSIT307 by Iyad Abu-Jeib (Wed Nov 22 21:07:43 EST 2006) Syllabus 

3. CSIT407 by Iyad Abu-Jeib (Wed Nov 22 21:20:07 EST 2006) Syllabus 


Also, when the form is submitted, new lines are added for signatures. These are:
10.  Chair's Approval: I hereby approve of this proposal and attest that all affected departments have been informed, and (if this is a proposal for a new course) that the Registrar has approved the proposed course subject code(s) and number.

Signature                                                                               Date                    
11.  Dean's Approval: I hereby approve of this proposal. In so doing, I acknowledge that any resource implications of the proposal have been considered, and that any concerns the administration has in this regard will be communicated to the Academic Affairs Committee/Graduate Council.

Signature                                                                               Date                    
12.  Approval by the Professional Education Council (required if the proposal impacts the Professional Education Unit):

Signature                                                                               Date                    
13.  Approval by the Academic Affairs Committee (undergraduate courses) or the Graduate Council:

Signature                                                                               Date                    
14.  Approval by the College Core Curriculum Committee (required if a course is being proposed for inclusion in the CCC):

Signature                                                                               Date                    
15.  Approval by the Vice President for Academic Affairs:

Signature                                                                               Date                    
16.  Once the new course/course changes has/have been approved, please forward a copy of the proposal, together with the signature page, to the Registrar and the University Webmaster.

When the user submits the course proposal to the dean, the following is displayed:

=================================

The form has been submitted. Thank you. 

Please click here to print a copy of the proposal. 

==================================

The link above is linked to http://www.cs.fredonia.edu/abu-jeib/cgi/proposals/prop_part2.cgi.

Note that when the user submits the proposal to the dean, he/she should not be able to modify the proposal or the syllabus, but he/she can still access them.

(4) The link for old users on http://www.cs.fredonia.edu/abu-jeib/cgi/proposals/index.cgi is for a log in page, in which the user is asked to enter his/her username and password. If the user enters them correctly, he/she will login (and start the session) to http://www.cs.fredonia.edu/abu-jeib/cgi/proposals/prop_part2.cgi.
(5) Provide every page in the session above (i.e. every page except the ones in which new users sign in or old users login or the index page) with a “Log Out” link. If the user clicks that link, he/she should not be able to go back using the back button. Instead, if the user clicks that button, he/she should see a message saying you are log out and should be prompted to log in again.
(6) If a person tries to access any of the pages that are supposed to be part of the session without logging in first or signing up, he/she should access instead the index page.
(7) You should not have any world (public) writable directories.

(8) You should take all security precautions, check for empty, use strip_tags, stripslashes, etc.

(9) You should use (among other things) sessions, cookies, files, databases, and your own functions.
(10) Try and fill out several course proposals and submit some of them to the dean (in this case yourself) and don’t submit others.

(11) The programs I have do not use session, but you should use them.

(12) Be very careful when you deal with files and when you pass links through URL’s. If you don’t handle that carefully, someone may be able to hack the server or damage it or cause other kinds of harm.
(13) All passwords must be encrypted.

(14) Check the type of syllabus uploaded. Allow only doc, pdf, and txt.

(15) Write your code clearly.
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