Htaccess Tips
(1) Htaccess files can be used to override some rules in configuration files. Changes made in those htaccess files take immediate effect because they are checked for every request. Note that the directives in htaccess are case insensitive, but you have to be careful some things such as parts of URLS (e.g. directories) may be case sensitive.
(2) To prevent listing of all files in a directory and all of its subdirectories, create a “.htaccess” file in that directory with the following contents:

Options –Indexes

If you want to prevent listing of files in all of your directories, just include such a file in your main directory. 

If that doesn’t work, try
Options –Indexes All

       Case does not matter in the above.
(3) To make the following as your index files in a directory (in the order they’re given), include the following in your htaccess file:
DirectoryIndex index.shtml index.php index.html

(4) You can modify the HTTP configuration file (if you have access to it) to redirect, prevent listing of files in a directory, etc.

(5) You can redirect using htaccess. You can include a file called “.htaccess” in your www directory and include a redirect line in it to redirect to the homepage. That will apply to all subdirectories. So, if you want that to apply only to certain directories, you’ll have to include such a file in the directories you’re interested in.

E.g. To redirect old_page.html that exists in old_directory to new_page.html that exists in new_directory, do this:

Redirect PERMANENT /old_directory/old_page.html http://www.cs.fredonia.edu/abu-jeib/new_directory/new_page.html
Note that you’ll have to write the whole URL for the new destination. As another example, if your website was with a tilde and it’s now without it, here is how to redirect it:

Redirect permanent /~abu-jeib     http://www.cs.fredonia.edu/abu-jeib
(6) If you want to protect a public directory using htaccess (i.e. require username and password), here is what you have to do:

You create a file called ".htaccess" in the directory you want to

protect. Here are typical contents of such a file:

=============

AuthUserFile /home/abu-jeib/www/xyz/.htpasswd

AuthGroupFile /dev/null

AuthName "Iyad Abu-Jeib's Homepage; Password Required"

AuthType Basic

<Limit GET>

require valid-user

</Limit>

==============

Of course, you need to replace my username and my name with yours. The

directory "xyz" is the directory where your ".htpasswd" file is stored.

This is the file where you store the usernames and the encrypted

passwords. You can store the ".htpasswd" file in any other directory, but

in that case, you need to replace "xyz" in the ".htaccess" file by the

name of the directory you choose. It is not recommended to store the

".htpasswd" file in the public (www) directory, but since people on Lucy

don't have shell accounts, I think that doesn't leave many options. In

addition, in the configuration file, we prevent the listing of files such

as ".htaccess" and ".htpasswd".

File ".htpasswd" should have the usernames and the passwords. The password

should be encrypted and the username and the password are separated by a

colon. Each pair of username and password should be on a separate line of

".htpasswd". You may use the website:

http://www.kxs.net/support/htaccess_pw.html
to generate the encrypted passwords. There, you enter the username and the

password, and then copy the line that will be generated and put it in the

".htpasswd" file.

The ".htaccess" and ".htpasswd" file need only read permissions.

(7) To prevent listing/accessing of files .htaccess and .htpasswd, add the following lines to your htaccess file:

<Files .htaccess>

order allow,deny

deny from all

</Files>

<Files .htpasswd>

order allow,deny

deny from all

</Files>

Or equivalently, if you want to prevent accessing all files whose names start with .ht, include the following in your htaccess file:
<Files ".ht*">
deny from all
</Files>
(8) To allow SSI on your server, you can do that by using httpd.conf or .htaccess. If you have access to httpd.conf, make the following changes (in the directory you want; this is usually the main web directory):
AllowOverride All
Options Indexes FollowSymLinks Includes
If you want to do that using .htaccess (note that will have effect in the directory and all subdirectoties), add the following line:
Options +Includes

Then specify the types of files you want to allow them to use SSI (in my case, I’ll allow shtml, html, htm, and shtm; note that the default type to be parsed is shtml)
AddType text/html .shtml .html .htm .shtm
AddOutputFilter INCLUDES .shtml .html .htm .shtm
(9) Custom Errors. E.g. include the following in your htaccess file:
ErrorDocument 403 http://www.cs.fredonia.edu/abu-jeib/403.html
ErrorDocument 404 http://www.cs.fredonia.edu/abu-jeib/404.html
You can replace the URL above by the relative path.

(10) For error codes, see http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html.
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