Cookies
(1) General information about cookies: http://www.cookiecentral.com/faq/. 

(2) Information about cookies from Netscape: http://developer.netscape.com/docs/manuals/communicator/jsguide4/cookies.htm

(3) Enabling and disabling cookies: http://www.computerhope.com/issues/ch000509.htm.

(4) Cookies in Explorer and information about cookies: http://www.microsoft.com/info/cookies.mspx. 

(5) General tips about Firefox: http://www.spywarewarrior.com/uiuc/btw/ffox/ffox-opts.htm 

(6) How to view and control cookies on Firefox: http://kb.iu.edu/data/ajfi.html.

(7) How to delete cookies on all browsers: http://www.aboutcookies.org/page-2.
(8) Netscape information about cookies: http://wp.netscape.com/newsref/std/cookie_spec.html. 

Remarks:

(1) HTTP Web protocol is stateless (connection between the server and the browser is lost after a transaction; both of them can’t remember transactions from one session to a next one). Thus, when a user accesses pages on the same website, HTTP does not know if the requests are coming from the same user.
(2) That’s a problem. E.g. for shopping carts, bank transactions (you don’t want to keep asking the user every time he/she moves from one page to another after logging in the first time to log in again and again.

(3) Cookies and sessions are used to remember past queries. They often work together for saving a state. That is they are used to track a user during a session on a website. Thus, by using them, users can log in and log out, and when they are logged in, they can be tracked. Sessions are more useful than cookies used alone because if cookies are not supported or are disabled by the user, sessions still work because they can function without cookies.
(4) Cookies are small text/flat files used to store small amounts of information on the user’s browser. They are sent from the server to the browser, and they are part of HTTP headers.
(5) Sessions can store much more information than cookies and they can store information on the server.

(6) Cookies were created by Netscape in 1994.

(7) Unlike Explores, even if you close the Firefox page that has the cookie that doesn’t have expiration date (means it will expire at the end of the session), the cookie will still be there if there are more Firefox browsers open on your computer. When you close all of them down, the cookie will be gone. If the cookie has an expiration date, then the cookie will go when it’s expired unless someone deletes it.
(8) Not all browsers support cookies. Also, cookies can be disabled and they can be deleted by the user or by the owner anytime. Also, you can set the browser so that you’re promoted to accept the cookie or not. Yahoo email depends on cookies. Thus, if you have cookies disabled, you won’t be able to log in and Yahoo will tell yiu the reason is that cookies are rejected.
(9) You can check if cookies are supported or enabled on the client’s machine. See our examples on how to do that. You can also see the following link which also explains how to check if cookies are disabled in languages such as PHP, JavaScript, ASP, etc. Here is the link: http://www.webmonkey.com/templates/print_template.htmlt?meta=/webmonkey/06/26/index3a_meta.html. 

Remember isset() does not work when you visit the page for the first time, because when a page is loaded for the first time, the cookie is sent to the client, so you don’t know if it was set. So, what you need to do is to visit the page a second time. There is more work needed.

(10) When a browser connects to a homepage, it searches the cookies stored. If it finds cookies related to the accessed homepage, these cookies will be transmitted to the server that created them.

(11) Firefox: Tools => Options => Privacy => Cookies.

(12) Explore: Tools => Internet Options => General.
(13) Browsers can store at most 300 cookies with maximum size 4 KB and servers 20 (i.e. the protocol allows sending only 20 cookies from one site to a single user).

(14) You can’t send any output to the browser before the cookie and you can’t even leave blank lines or space or echo statements before the headers. Headers must be sent before anything else on the page.

(15) PHP creates cookies using setcookie(). This function takes at least one argument which is the name of the cookie (type string), but a cookie with a name only will be deleted. Naming the cookie follows the same rules of naming identifies in PHP. The second argument is the value of the cookie (what you want to store there). Don’t store sensitive information there because others will be able to see them. Another optional argument is the expiration date in seconds (it should be an integer). The expiration dates is represented as a Unix timestamp (the number of seconds since January 1, 1970, 00:00:00 GMT). If no expiration date is specified, the lifetime of the cookie will be the period of the session and the cookie will be removed when the session is over. If you specify a time in the past as expiration date (e.g. negative but don’t use -1 use for example, time() - 3600), the cookie will be deleted right away and even before the client closes the browser. Another optional argument is the path (type string) to which the cookie is valid. Another optional argument is whether the cookie should be transmitted over a secure HTTP connection. This is an integer. You can check if the page is transmitted over a secure connection as follows by checking $_SERVER[‘HTTPS’]. If it’s ‘on’, then yes. Use the number 1 for secure connection and the number 0 for standard connection. Two more optional arguments are path and domain which are used to determine whether to send the cookie. The hostname of the web server is compared to the domain. If the domain is left empty, the complete hostname of the server setting the cookie will be used. The path is compared with the beginning of the path on the server to the document. The path is used to limit a cookie to a specific directory (and its subdirectories) and the domain is used to limit a cookie to a specific host.
Syntax:

setcookie(string name, string value, int expire, string path, string domain, int secure)

If you leave an argument of setcookie() empty and you need to fill out a following one, make the left argument either “” if it’s of type string and make it 0 if it’s of type int (for secure connection and expiration date).

(16) A useful function to use with the expire attribute of the cookie is the time() function which returns the number of seconds since January 1, 1970. To make the cookie expire in one minute, you make the expiration date time() + 60. To make the cookie expire in one hour, you make the expiration date time() + 60 * 60. To make the cookie expire in one day, you make the expiration date time() + 24 * 60 * 60. To make the cookie expire in one week, you make the expiration date time() + 7 * 24 * 60 * 60. To make the cookie expire in one month, you make the expiration date time() + 30 * 24 * 60 * 60.

(17) If a cookie is storing the username, usually the cookie should be deleted by the end of the session (you should not extend its life beyond that because more than one person may use that computer such as lab computers). But, if you want to keep track of visitors (e.g. number of visits) from the machine no matter who the user is, you can extend the life of the cookie beyond the session period.

(18) To see the cookies, use the global array $_COOKIE. You can use print_r to print the cookie. If you want a particular cookie (say its name is “counter”), you may use $_COOKIE[‘counter’]. What you retrieve is the value of the cookie. Alternately, you can use $HTTP_COOKIE_VARS[‘counter’].
(19) You can check if a cookie is set by, for example, checking if its contents are empty.

(20) You can read and write cookies that belong only to you and that are on your server.

(21) To delete a cookie you created, set the expiration date to be a date in the past. E.g. subtract from the current date. It’s better to subtract a large negative number. E.g. make the expiration date time() – 5000 (more than an hour ago).

(22) You can check for the presence of a cookie by using isset($_COOKIE[cookie_name]).
Cookies (Viewing and Deleting) in Firefox
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Cookies in Firefox when the homepage is visited and before closing the browser:
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Contents of cookie counter in Firefox when the homepage is visited and before closing the browser:
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Contents of cookie last_visit in Firefox when the homepage is visited and before closing the browser:
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Contents of cookie last_visit in Firefox when the homepage is visited and after closing the browser and visiting it again:
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